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Introduction

1 Introduction

The C2000 Crypto Library is a collection of publicly available software AES and SHA algorithms.
AES APIs offer encryption and decryption options of common AES modes such as ECB, CMAC,
CBC and CTR. The SHA APIs contains SHA256 software algorithms. APIs are offered for imple-
mentations with the inputs gotten byte-wise and word-wise.

Note: Include the predefined symbol MEM_PACKED_SPEED_OPT to use the version of the
speed optimized implementation of AES which accepts 16-bit packed input plaintext, key
and gives out a 16-bit packet ciphertext. Please note that when the predefined symbol
MEM_PACKED_SPEED_OPT is included, only the speed optimized implementation of
AES is available for usage i.e., the space optimized implementation of AES is disabled
and not available for usage.

This user guide provides details on the AES, SHA API. Performance and Memory details of imple-
mented APl is also described in the userguide.

Minimum Requirements:
Code Composer Studio v10, C2000 Compiler v21.6.0.LTS, ARM Compiler v21.6.0.LTS

Chapter Overview:

Chapter 2 - AES APIs

Describes the AES APIs

Chapter 3 - SHA APIs

Describes the SHA APls

Chapter 4 - Information on examples

Details use of the different crypto APls

Chapter 5 - Performance and Memory Details

Describes the Performance and Memory details of the supported crypto APls
Chapter 6 - Revision History

The revision history of the software

Term | Definition
CCS | Code Composer Studio
AES | Advanced Encryption Standard
ECB | Electronic Codebook
CMAC | Cipher-based Authentication Code
CBC | Cipher Block Chaining
CTR | Counter
API Application Programming Interface
SHA | Secure Hashing Algorithm

Table 1.1: Terms and Abbreviations
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AES APIs

AES APIs

This chapter details the AES API.

AES ECB API

2.2 AES CMAC API

Functions

uint16_t x« AES_performCMAC (uint16_t *text, uint16_t length, uint16_t xkey, AES_KeySize key-
size)

uint16_t = AES performCMACFast (uint16_t *text, uint16_t length, uint16_t xkey, AES_KeySize
keysize)

Detailed Description

2.2.2 Function Documentation

uint16_t = text,

uint16_t length,

uint16_t x key,

AES_KeySize keysize ) Perform AES CMAC to generate Message Authentication Code (MAC)

Parameters text is the input plaintext or ciphertext and once operation is complete, this parameter
contains the output plaintext or ciphertext

length is the length of the input data in blocks (block size is 128-bits)

key is the AES key

keysize is the size of the AES key

This function performs AES Cipher-based Message Authentication (CMAC) on the requested num-
ber of 128-bit input plain text blocks. The calculated Message Authentication Code(MAC) is re-
turned.

Note: Size of the plain text must be a multiple of 128-bits

Prototype:
AES_performCMAC uintl6_t *AES_performCMAC (
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Returns MAC Starting address of a 128 element array containing the MAC(128-bits)

2.2.2.2 uint16_tx AES_performCMACFast (
uint16_t = text,
uint16_t length,
uint16_t x key,
AES_KeySize keysize )

Perform AES fast CMAC to generate Message Authentication Code (MAC)

Parameters text is the input plaintext or ciphertext and once operation is complete, this parameter
contains the output plaintext or ciphertext

length is the length of the input data in blocks (block size is 128-bits)

key is the AES key

keysize is the size of the AES key

This function performs AES fast Cipher-based Message Authentication (CMAC) on the requested
number of 128-bit input plain text blocks. The calculated Message Authentication Code(MAC) is
returned.

Note: Size of the plain text must be a multiple of 128-bits
Returns MAC Starting address of a 128 element array containing the MAC(128-bits)

2.3 AES CBC API

Functions

void AES_performCBC (uint16_t xtext, uint16_t length, uint16_t xkey, AES_KeySize keysize,
AES_OperationMode mode, uint16_t *iv)

void AES_performCBCFast (uint16_t *text, uint16_t length, uint16_t xkey, AES_KeySize keysize,
AES_OperationMode mode, uint16_t xiv)

2.3.1 Detailed Description

2.3.2 Function Documentation
2.3.2.1

uint16_t * text,
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uint16_t length,

uint16_t x key,
AES_KeySize keysize,
AES_OperationMode mode,

uint16_t = iv ) Perform AES CBC Encryption/Decryption

Parameters text is the input plaintext or ciphertext and once operation is complete, this parameter
contains the output plaintext or ciphertext

length is the length of the input data in blocks (block size is 128-bits)

key is the AES key

keysize is the size of the AES key

mode is the AES operation mode of encryption or decryption

iv is the initialization vector of size 128 bits

This function performs AES Cipher Block Chaining (CBC) mode encryption or decryption on the
requested number of 128-bit input blocks.

Prototype:
AES_performCBC void AES_performCBC (

Returns None.

2.3.2.2 void AES_performCBCFast (
uint16_t = text,
uint16_t length,
uint16_t x key,
AES_KeySize keysize,
AES_OperationMode mode,
uint16_t x iv )

Perform AES CBC fast Encryption/Decryption

Parameters text is the input plaintext or ciphertext and once operation is complete, this parameter
contains the output plaintext or ciphertext

length is the length of the input data in blocks (block size is 128-bits)
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key is the AES key

keysize is the size of the AES key

mode is the AES operation mode of encryption or decryption

iv is the initialization vector of size 128 bits

This function performs AES Cipher Block Chaining (CBC) mode fast encryption or decryption on
the requested number of 128-bit input blocks.

Returns None.

2.4 AES CTR API

Functions

void AES_performCTR (uint16_t =text, uint16_t length, uint16_t xkey, AES_KeySize keysize,
AES_OperationMode mode, uint16_t xnonceCounter)

void AES_performCTRFast (uint16_t xtext, uint16_t length, uint16_t xkey, AES_KeySize keysize,
AES_OperationMode mode, uint16_t xnonceCounter)

2.4.1 Detailed Description

2.4.2 Function Documentation
2.4.2.1

uint16_t = text,

uint16_t length,

uint16_t x key,
AES_KeySize keysize,
AES_OperationMode mode,

uint16_t « nonceCounter ) Perform AES CTR Encryption/Decryption

Parameters text is the input plaintext or ciphertext and once operation is complete, this parameter
contains the output plaintext or ciphertext

length is the length of the input data in blocks (block size is 128-bits)

key is the AES key
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keysize is the size of the AES key

mode is the AES operation mode of encryption or decryption

nonceCounter is the required number-used-once 128-bit counter value

This function performs AES Counter (CTR) mode encryption or decryption on the requested num-
ber of 128-bit input blocks.

Prototype:
AES_performCTR void AES_performCTR (

Returns None.

2.4.2.2 void AES_performCTRFast (
uint16_t = text,
uint16_t length,
uint16_t x key,
AES_KeySize keysize,
AES_OperationMode mode,
uint16_t « nonceCounter )

Perform AES CTR fast Encryption/Decryption

Parameters text is the input plaintext or ciphertext and once operation is complete, this parameter
contains the output plaintext or ciphertext

length is the length of the input data in blocks (block size is 128-bits)

key is the AES key

keysize is the size of the AES key

mode is the AES operation mode of encryption or decryption

nonceCounter is the required number-used-once 128-bit counter value

This function performs AES Counter (CTR) mode fast encryption or decryption on the requested
number of 128-bit input blocks.

Returns None.
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3

SHA256 APIs

This chapter details the SHA256 API.

3.1 SHA256 API

Macros

#define SHA256_STATUS_LENGTH_TOO_LARGE
#define SHA256_STATUS_NOT_ALIGNED

#define SHA256_STATUS_NULL_INPUT

#define SHA256_STATUS_SUCCESS

Functions

uint16_t SHA256_addDataByteWise (SHA256_HandleByteWise handle, uint16_t xdata, size t
length)

uint16_t SHA256 addDataWordWise (SHA256 HandleWordWise handle, uint32_t xdata, size t
length)

uint16_t SHA256_addDataWordWiseSwapped (SHA256_HandleWordWise handle, uint32_t xdata,
size_t length)

void SHA256_cancelByteWise (SHA256_HandleByteWise handle)

void SHA256_cancelWordWise (SHA256_HandleWordWise handle)

uint16_t SHA256_finalizeByteWise (SHA256_HandleByteWise handle, uint32_t digest[8])
uint16_t SHA256_finalizeWordWise (SHA256_HandleWordWise handle, uint32_t digest[8])

uint16_t SHA256 hashByteWise (SHA256_HandleByteWise handle, uint16_t xdata, size_t length,
uint32_t digest[8])

uint16_t SHA256_hashWordWise (SHA256_HandleWordWise handle, uint32_t xdata, size t
length, uint32_t digest[8])

uint16_t SHA256_hashWordWiseSwapped (SHA256_HandleWordWise handle, uint32_t xdata,
size_t length, uint32_t digest[8])

void SHA256_processBlockByteWise (uint32_t digest[8], uint16_t Ws[64])
void SHA256_processBlockWordWise (uint32_t digest[8], uint32_t Ws[16])
uint16_t SHA256_startByteWise (SHA256_HandleByteWise handle)

uint16_t SHA256_startWordWise (SHA256_HandleWordWise handle)
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3.1.1 Detailed Description

3.1.2 Macro Definition Documentation

3.1.2.1

SHA256- length of input too large
3.1.2.2

SHA256- input not aligned
3.1.2.3

SHA256- NULL input error
3.1.24

SHA256 operation successfull

3.1.3 Function Documentation
3.1.3.1

SHA256_HandleByteWise handle,

uint16_t « data,

size_t length ) Add data to SHA256 operation when inputs are supplied byte-wise

Adds data to a hash operation. The handle must have been initialized by a call to

SHA256_startByteWise first.

The total length of data that can be hashed by this implementation is 512MiB (0x20000000 bytes.).

After passing in all data to be hashed, call SHA256_finalizeWordWise() to obtain the final digest.
Parameters handle A ’SHA256_HandleByteWise’ handle.

data 16-bit pointer pointing to the memory location of the starting byte the data to be hashed.

length Length of the data (in number of bytes) to be hashed

Returns SHA256_STATUS_SUCCESS hash operation succeeded.
SHA256_STATUS_LENGTH_TOO_LARGE - requested length of data to hash is more than
supported length. SHA256_STATUS_NULL_INPUT- One or more of the pointer inputs is NULL
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3.1.3.2 uint16_t SHA256 addDataWordWise (
SHA256 HandleWordWise handle,
uint32_t * data,
size_t length )
Add data to SHA256 operation when inputs are supplied as 32-bit words

Adds data to a hash operation. The handle must have been initialized by a call to
SHA256_startWordWise first.

The total length of data that can be hashed by this implementation is 512MiB (0x20000000 bytes.).
After passing in all data to be hashed, call SHA256_finalizeWordWise() to obtain the final digest.

Prototype:
SHA256_addDataByteWise uintl6_t SHA256_addDataByteWise (

Parameters handle A ’SHA256_ HandleWordWise’ handle.

data 32-bit pointer pointing to the starting memory location of the data to be hashed.

length Length of the data (in number of bytes) to be hashed Note that for word-wise input, length
of the data should be a multiple of 4.

Returns SHA256_STATUS_SUCCESS The hash operation succeeded.

SHA256_STATUS_LENGTH_TOO_LARGE The requested length of data to hash is more than the
implementation supports.

SHA256_STATUS_NULL_INPUT One or more of the pointer inputs is NULL.
SHA256_STATUS_NOT_ALIGNED Length is not a multiple of 4

3.1.3.3 uint16_t SHA256 _addDataWordWiseSwapped (
SHA256 HandleWordWise handle,
uint32_t = data,
size_t length )
Add data to SHA256 operation when inputs are supplied as 32-bit words

Input words are Swapped High-Low

Adds data to a hash operation. The handle must have been initialized by a call to
SHA256_startWordWise first.

The total length of data that can be hashed by this implementation is 512MiB (0x20000000 bytes.).

September 14, 2021 12



SHA256 APIs

After passing in all data to be hashed, call SHA256_finalizeWordWise() to obtain the final digest.
Parameters handle A’SHA256_ HandleWordWise’ handle.

data 32-bit pointer pointing to the starting memory location of the data to be hashed.

length Length of the data (in number of bytes) to be hashed Note that for word-wise input, length
of the data should be a multiple of 4.

Returns SHA256_STATUS_SUCCESS The hash operation succeeded.

SHA256_STATUS_LENGTH_TOO_LARGE The requested length of data to hash is more than the
implementation supports.

SHA256_STATUS_NULL_INPUT One or more of the pointer inputs is NULL.
SHA256_STATUS_NOT_ALIGNED Length is not a multiple of 4

3.1.3.4 void SHA256 cancelByteWise (
SHA256_HandleByteWise handle )

Cancels SHA256 operation by clearing intermediate data stored in the 'SHA256_HandleByteWise’
handle.

The handle will not be ready for a new operation until after SHA256_startByteWise() is called on
the handle.

Parameters handle A ’SHA256_HandleByteWise’ handle

3.1.3.5 void SHA256 cancelWordWise (
SHA256_HandleWordWise handle )

Cancels SHA256 operation by clearing intermediate data stored in the 'SHA256_HandleWordWise’
handle.

The handle will not be ready for a new operation until after SHA256_startWordWise() is called on
the handle.

Parameters handle A ’SHA256_ HandleWordWise’ handle

3.1.3.6 uint16_t SHA256_finalizeByteWise (
SHA256_HandleByteWise handle,
uint32_t digest[8] )
Finalize the SHA256 operation when input is supplied byte-wise, creating the final digest.

After calling this function, handle should not be used again until it has been reinitialized via a call
to SHA256_startByteWise().
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Parameters handle A’SHA256_HandleByteWise’ handle

digest Output location for the final digest

Returns SHA256_STATUS_SUCCESS The hash operation succeeded.
SHA256_STATUS_NULL_INPUT One or more of the pointer inputs is NULL.

3.1.3.7 uint16_t SHA256 finalizeWordWise (
SHA256 HandleWordWise handle,
uint32_t digest[8] )
Finalize the SHA256 operation when input is supplied as 32-bit words, creating the final digest.

After calling this function, handle should not be used again until it has been reinitialized via a call
to SHA256_startWordWise().

Parameters handle A 'SHA256 HandleWordWise’ handle

digest Output location for the final digest

digest Output location for the final digest

Returns SHA256_STATUS_SUCCESS The hash operation succeeded.
SHA256_STATUS_NULL_INPUT One or more of the pointer inputs is NULL.

3.1.3.8 uint16_t SHA256 hashByteWise (
SHA256_HandleByteWise handle,
uint16_t x data,
size_t length,
uint32_t digest[8] )

Perform a complete hash operation when input is supplied byte-wise, producing a final digest for
the data.

This  function  wraps  SHA256_startByteWise(), SHA256_addDataByteWise(), and
SHA256_finalizeByteWise().

There is no need to call SHA256_startByteWise() prior to calling this function.

The total length of data that can be hashed by this implementation is 512MiB (0x20000000 bytes.)
Parameters handle A’SHA256_HandleByteWise’ handle

data 16-bit pointer pointing to the memory location of the starting byte the data to be hashed.
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length Length of the data (in number of bytes) to be hashed.

digest Output location for the final digest

Returns SHA256_STATUS_SUCCESS The hash operation succeeded.

SHA256_STATUS_LENGTH_TOO_LARGE The requested length of data to hash is more than the
implementation supports.

SHA256_STATUS_NULL_INPUT One or more of the pointer inputs is NULL.

3.1.3.9 uint16_t SHA256 hashWordWise (
SHA256 HandleWordWise handle,
uint32_t « data,
size t length,
uint32_t digest[8] )

Perform a complete hash operation when input is supplied as 32-bit words, producing a final digest
for the data.

This  function wraps SHA256_startWordWise(), SHA256_addDataWordWise(), and
SHA256_finalizeWordWise().

There is no need to call SHA256_startWordWise() prior to calling this function.

The total length of data that can be hashed by this implementation is 512MiB (0x20000000 bytes.)
Parameters handle A ’SHA256 HandleWordWise’ handle

data 32-bit pointer pointing to the starting memory location of the data to be hashed

length Length of the data (in number of bytes) to be hashed. Note that for word-wise input, length
of the data should be a multiple of 4.

digest Output location for the final digest

Returns SHA256_STATUS_SUCCESS The hash operation succeeded.
SHA256_STATUS_LENGTH_TOO_LARGE - The requested length of data to hash is more
than the implementation supports. SHA256_STATUS_NULL_INPUT - One or more of the pointer
inputs is NULL. SHA256_STATUS_NOT_ALIGNED - Length. is not a multiple of 4

3.1.3.10 uint16_t SHA256 hashWordWiseSwapped (
SHA256 HandleWordWise handle,
uint32_t x data,

size_t length,
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722.7

Parameters digest pre-loaded with previous block’s digest (or initial digest if call is to process first
block) On function return digest will hold the updated digest.

Ws loaded with data block, including padding as specified by the SHA256 standard.

3.1.3.13 uint16_t SHA256_startByteWise (
SHA256 HandleByteWise handle )

Initialize a 'SHA256SW_HandleByteWise’ handle, preparing for hashing data.
Parameters handle A ’SHA256_HandleByteWise’ handle

Returns SHA256_STATUS_SUCCESS The hash operation succeeded.
SHA256_STATUS_NULL_INPUT One or more of the pointer inputs is NULL.

3.1.3.14 uint16_t SHA256_startWordWise (
SHA256_HandleWordWise handle )

Initialize a 'SHA256SW_HandleWordWise’ handle, preparing for hashing data.
Parameters handle A ’SHA256 HandleWordWise’ handle

Returns SHA256_STATUS_SUCCESS The hash operation succeeded.
SHA256_STATUS_NULL_INPUT One or more of the pointer inputs is NULL.
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4 examples

The crypto library provides folder named examples under path libraries/security/crypto/c28. This
folder has examples on usage of the all the crypto API supported.
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Performance and Memory Details

This chapter details the performance and memory details for the different crypto APls supported.

The table below details how many CPU cycles the various modes require for AES encryption and decryption

(space optimized implementation).

Execution from RAM Execution from Flash

AES-128 AES-256 AES-128 AES-256

Encrypt | Decrypt | Encrypt | Decrypt | Encrypt | Decrypt | Encrypt | Decryp
AES ECB 9068 12576 12674 17708 11465 14158 16125 20094
AES CBC 9311 12873 12915 18004 11701 14431 16353 20374
AES CTR 9494 9494 13098 13098 11868 11868 16461 16461
AES CMAC | 18453 25530 22844 32039
Expand Key | 2755 4075 1857 3168

Table 5.1: AES Space Optimized CPU Cycle Usage —Optimization Level 2 (Global Optimizations) used

The table below details how many CPU cycles the various modes require for AES encryption and decryption

(speed optimized implementation).

Execution from RAM Execution from Flash

AES-128 AES-256 AES-128 AES-256

Encrypt | Decrypt | Encrypt | Decrypt | Encrypt | Decrypt | Encrypt | Decryp
AES ECB 2683 2978 3519 3854 3331 3636 4418 4768
AES CBC 2930 3279 3764 4184 3490 3846 4588 4971
AES CTR 3111 3111 3945 3945 3924 3924 4738 4738
AES CMAC | 5733 7292 6568 8627
Expand Key | 1309 \ 5281 1956 \ 7558 1523 \ 6265 2198 \ 8936

Table 5.2: AES Speed Optimized CPU Cycle Usage —Optimization Level 2 (Global Optimizations) used

The table below details how many CPU cycles the various modes require for AES encryption and decryption
when the predefined symbol MEM_PACKED_SPEED_OPT is included (speed optimized implementation) i.e.,

when the AES inputs are given as 16-bit packed words.

Execution from RAM Execution from Flash

AES-128 AES-256 AES-128 AES-256

Encrypt | Decrypt | Encrypt | Decrypt | Encrypt | Decrypt | Encrypt | Decryp
AES ECB 2444 2681 3299 3587 3357 3661 4546 4896
AES CBC 2544 2769 3398 3722 3468 3805 4656 5040
AES CTR 2544 2544 2979 2979 3505 3505 4694 4694
AES CMAC | 2722 2979 3737 5095
Expand Key | 1285 \ 4840 1908 \ 6945 1635 \ 6860 2278 \ 9688

Table 5.3: AES Speed Optimized 16-bit packed input mode CPU Cycle Usage —Optimization Level 2 (Global
Optimizations) used

The table below details how many CPU cycles the various implementations of SHA256(hashing) API.
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Execution from FLASH in MB/s

Execution from RAM in MB/s

sha256(Byte-wise implementation)

0.53

0.57

sha256(Word-wise implementation)

0.76

0.79

Table 5.4: SHA256 CPU Cycle Usage —Optimization Level 2 (Global Optimizations) used

This table details memory size of different AES modes supported(space optimized implementation).

File 16 bit words in memory
aes_common | 1793

aes_ecb 79

aes_cbc 223

aes_ctr 273

aes_cmac 285

Table 5.5: Space optimized AES Memory Usage

This table details memory size of each AES API(speed optimized implementation).

File 16 bit words in memory
aes_common | 7122

aes_ecb 79

aes_cbc 224

aes_ctr 274

aes_cmac 287

This table details memory size of supported SHA256 implementation.

Table 5.6: Speed optimized AES APl Memory Usage

File 16 bit words in memory
sha256(Byte-wise implementation) | 1793
sha256(Word-wise implementation) | 751

Table 5.7: SHA256 Memory Usage
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Revision History

v2.01.00.00: Third Release
m 16-bit packed plaintext and key input mode introduced using MEM_PACKED_SPEED_OPT predefined
symbol

m Example provided for the newly introduced 16-bit packed input mode
m Performance and Memory Details updated for the newly introduced 16-bit packed input mode

v2.00.00.00: Second Release
m APl names for AES functions changed (the API now take key size as input), fast implementations of
AES API added

m SHA256 API support added

m examples provided for all supported crypto algorithms

m Performance and Memory Details updated for supported algorithms
v1.00.00.00: First Release

m AES API Functions ECB, CMAC, CBC, CTR

m Using the APIs

m Performance and Memory Details
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Following are URLs where you can obtain information on other Texas Instruments products and application solutions:

Products Applications N ’
Amplifiers amplifier.ti.com Audio Wmotive
Data Converters dataconverter.ti.com Automotive grs

DLP® Products www.dlp.com Broadband www.f[!.comﬁ(tj)_ro_?dlban? |
DSP dsp.ficom Digital Control Www.1.com/digrarcontro
Clocks and Timers www.ti.com/clocks Medical %m/mgdmal
Interface interface.ti.com Military w
Logic logic.ti.com Optical Networking www.ti.com/opticalnetwork
Power Mgmt power.fi.com Security www.ti.com/security
Microcontrollers microcontroller.ti.com Telephony www.ti.com/telephony
RFID www.ti-rfid.com Video & Imaging www.ti.com/video

RF/IF and ZigBee® Solutions www.ti.com/lprf Wireless www.ti.com/wireless
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